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ABSTRACT

The dynamics of cascading failures in spatial interdependent networks significantly depends on the interaction range of dependency couplings
between layers. In particular, for an increasing range of dependency couplings, different types of phase transition accompanied by various
cascade kinetics can be observed, including mixed-order transition characterized by critical branching phenomena, first-order transition
with nucleation cascades, and continuous second-order transition with weak cascades. We also describe the dynamics of cascades at the
mutual mixed-order resistive transition in interdependent superconductors and show its similarity to that of percolation of interdependent
abstract networks. Finally, we lay out our perspectives for the experimental observation of these phenomena, their phase diagrams, and the
underlying kinetics, in the context of physical interdependent networks. Our studies of interdependent networks shed light on the possible
mechanisms of three known types of phase transitions, second order, first order, and mixed order as well as predicting a novel fourth type
where a microscopic intervention will yield a macroscopic phase transition.

© 2023 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license

(http://creativecommons.org/licenses/by/4.0/). https://doi.org/10.1063/5.0165796

The theory of interdependent networks has been developed to
describe dependency relations between infrastructures and to
understand their resilience, the propagation of cascading failures,
and the conditions leading to the abrupt collapse of such systems.
Interdependent networks are characterized by self-amplifying
cascading processes fueled by the positive feedback induced
by dependency couplings with critical dynamics that generally
depend on the network topology. The theory has been motivated
by improving the understanding of interdependent infrastruc-
tures such as power grids and their communication systems.
However, the theory could not be proved in real-world sys-
tems since infrastructures are not possible to control. The recent
experimental realization of interdependent networks as ther-
mally coupled disordered superconductors, hereafter called phys-
ical interdependent networks (PINs) for brevity, has allowed for
the first time the manifestation under a controlled environment
of self-amplifying cascade dynamics analog to those observed in
interdependent percolation on abstract structures, raising new

perspectives in the study of coupled macroscopic systems. Here,
we lay out the analogies between the various types of cascade
dynamics reported in both abstract and physical interdependent
networks and provide our vision for future studies.

. INTRODUCTION

A common feature of biological,"” technological, ecological,™
and social’ systems is the ability to represent many of them as net-
works. The ability to abstract a complex system by nodes and edges
representing their interactions, without losing its important fea-
tures, is one of the significant advantages of the complex networks
paradigm and the reason for its interdisciplinary applications. About
a decade ago, researchers realized that networks in various areas are
not isolated but rather interact and depend on each other and that
a theory for such system of systems was missing. This understand-
ing has led to the development of the paradigm of interdependent
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FIG. 1. Abstract interdependent networks. lllustration emphasizing the presence
of two qualitatively different types of links: connectivity links (gray lines) within
each network and dependency links (orange lines) between them. Here, the net-
work structure is taken to be a square lattice of linear size L in d = 2 but it could be
a lattice in any dimension or a random graph. Dependency links can be assigned
randomly within a radius r.

networks*'' followed by a large variety of models like multiplex
networks, >’ network of networks,'"'® and unifying frameworks
for the structure and function of multilayer networks."”~*' In par-
allel with this scientific path, the study of high-order networks was
developed showing similar results for cascades.””~**

Interdependent networks, in particular, have the distinctive
feature of modeling systems endowed with two types of couplings:
connectivity links within layers and dependency links between them,
as illustrated in Fig. 1. The role of each type of links is different:
while connectivity links are used to describe the structural connec-
tivity of the network for its specific function, dependency links are
used to describe functional dependence between components in dif-
ferent networks so that, e.g., failures can propagate between them.”
As aresult, the interplay of connectivity and dependency links offers
a simple mechanism describing the positive feedback triggering the
catastrophic phenomena reported in power outages’>”® or cascad-
ing tipping points in critical infrastructures”>** and ecosystems.”~"*
These cascades are self-amplifying processes™ initiated by micro-
scopic perturbations that, when close to a critical point, can lead the
global shifts of the system’s state. Works focusing on interdepen-
dent percolation in spatially embedded networks* =" have revealed
the vulnerability of these structures to external microscopic local-
ized failures, disclosing a variety of kinetic regimes. In this paper,
we review the scientific progress on cascade dynamics obtained for
abstract spatial interdependent networks toward recent application
in physical systems.” This physical application highlights the gen-
eral aspects of the critical phenomena observed in the interdepen-
dent networks paradigm. We start by describing some key properties
of cascading processes in the presence of constraints on the range of
dependency links. We then highlight the novel phenomena emerg-
ing when studying cascading failures in physical interdependent
networks, offering future perspectives of experimental validation.

The theory of percolation of interdependent networks sheds
light on the mechanisms of three types of known phase tran-
sitions: first order, mixed order, and second order. While the
second-order transition occurs when both interactions (connectivity
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and dependency couplings) are short range, mixed-order transition
occurs when one or both interactions are long range of the order
of the system size.*'’ The first-order abrupt transition occurs due to
random nucleation when one coupling is short range and the other is
of length shorter than the system size.”*** Surprisingly, the theory
of percolation phase transition of interdependent network predicts a
novel phase regime of macroscopic phase transition that occurs due
to microscopic intervention™ [see also Fig. 2(c)].

Il. VULNERABILITY OF INTERDEPENDENT NETWORKS

A practical approach to characterize the vulnerability and the
propagation of failures in interdependent structures is percolation
theory.”"” Let us start by briefly describing the basic case of per-
colation in a single isolated network. In the percolation process, a
fraction of 1 — p of nodes are randomly removed from the network
and the relative size of the largest (giant) connected component
(GCQ), Py, is measured. The GCC describes the connectivity of
the network and its existence is regarded as a meaningful proxy for
the functionality of the network. A percolation transition is com-
monly observed below a critical threshold, p., where the network
itself breaks apart into small clusters and the relative size of its
giant connected component, Py, vanishes. For a classical perco-
lation process, cascades are typically absent and the transition is
usually continuous, as depicted in Fig. 2(a).

In marked contrast to percolation of isolated networks, inter-
dependent percolation on coupled networks exhibits different and
richer phenomena. In this framework, one usually starts from the
random removal of a fraction 1 — p of nodes from one of the net-
works, after which its remaining GCC is measured. Notice that, since
the GCC is the functional part of the network, small clusters concur-
rently fail. At this stage, the dependency links transmit the failures
of these nodes and of small disconnected clusters to the other net-
work(s). In their turn, these failures disconnect some clusters from
the GCC of the other network, propagating new failures through
the dependency links back to the first network. As this process iter-
ates back and forth, cascade of failures propagate between the layers
until either the entire system is dismantled or a stable mutual giant
connected component (MGCC)—a subset of the giant connected
components of both layers composed by the functional nodes in the
GCC of both networks—remains. When the external damage is suf-
ficiently large, these cascades result in abrupt mixed or first-order
percolation transitions, depending on the range of interactions, as
displayed in Fig. 2(a).

The surprising feature of the change in the transition’s order
relies on the underlying kinetics of failures generated by the depen-
dency couplings. In fact, it was shown that the dynamics of cascades
is characterized by different critical features, which strongly depend
on the range of interactions.” In what follows, we will focus on
the effects that a limited range, r, of the dependency couplings has
on the kinetics of cascading failures in the simple model of two
interdependent lattices depicted in Fig. 1.

lll. THE ROLE OF THE DEPENDENCY INTERACTION

RANGE

To study how the range of dependency links affects the
observed phase transition, a spatial interdependent network model
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FIG. 2. The effect of the interaction range on the percolation phase transition in spatial interdependent networks. (a) Three types of transitions are observed depending on
the interaction range:* continuous for short range (r < r.), first order due to nucleation for intermediate range (r, < r < L), and mixed order for long range (r ~ L). (b) The
critical point p, as a function of the interaction range r. The transition type and its underline mechanism depend on the interaction range, which is reflected by the value of
p.. For short-range r < r, the transition is continuous and p, increases linearly with r. For an intermediate range above r;, abrupt first-order transition due to spontaneous
nucleation is observed, and p, decreases. For long-range interaction, r ~ L, mixed-order transition is observed and p, is converging to its long-range interaction limit.**
As r increases above r;, the transition mechanism is crossing over from nucleation to critical branching. The explicit values of p, depend on the system properties and
are systematically studied in Ref. 34. (c) Phase diagram of percolation on spatial interdependent networks for the parameters p and r. Three phases are observed, both
numerically and theoretically:* an unstable phase (red) where the system spontaneously breaks (r; = 0); a stable phase (green) where the system cannot be destroyed by
microscopic intervention (r¢ ~ L), and a metastable phase (yellow) where the system can be destroyed via microscopic intervention. In the metastable phase, microscopic
localized attacks anywhere in the system, of size above a critical radius, rf, dismantle the system. At the critical line between unstable and stable phases (dashed line), the
transition is continuous. In contrast, at the critical line between the unstable and metastable phases (full line), the transition is abrupt first order, and the cascading dynamics
is governed by nucleation kinetics. The empty circle indicates a tricritical point. In the metastable regime, the size of the localized microscopic critical attack, r;, changes
with p and r and its exact values depend on the system properties found in Ref. 36. Since the metastable phase is characterized by a nucleation transition, it is expected to

disappear in the long-range limit r — oo where failures spread randomly.

was developed.” In this model (shown in Fig. 1), two 2D square lat-
tices are interdependent on each other and the dependency links are
constrained to be below a specific geometric range r. For r = 0, per-
colation of interdependent networks is identical to that of a single
network, with p. = 0.593. This is because failures in one network
yield identical failures in the second network and there will be no
feedback of cascades. In the limiting case of very short-range depen-
dencies—say, of a few lattice units (see Fig. 1)—cascades propagate
only locally and the percolation transition remains continuous.”
As the dependency range increases, the critical threshold, p., also
increases without though influencing the character of the transi-
tion in the system [see Fig. 2(b)]. Li et al.** showed the existence
of a critical value r, defined as the minimal interaction range
required for a first-order transition to appear. The exact value of
r. depends on the system properties such as the fraction of inter-
dependent nodes” and is found to be close to the value of the
correlation length of a single system, above which avalanches prop-
agate in a nucleating fashion. In this case, above r,, the transition
occurs when a small droplet of damage is spontaneously created
at the critical threshold, p., and the dependency links amplify it
by spreading it radially until the entire system collapses abruptly.
In this case, in sharp contrast to the second-order phase transi-
tion, no critical scaling is observed in the relative size of the giant
component.

As r further increases above r., the critical threshold, p,,
decreases. This phenomenon can be understood as a split of the
critical point of hysteresis in a first-order transition into two crit-
ical branches where p, corresponds to the lower one. This is the
reason why p. takes a maximal value at r. As p, decreases, it
eventually reaches the asymptotic regime of p. for r ~ L, where

L is the linear size of the lattice. As r increases and dependency
link changes from intermediate to long range, critical droplets
become more and more ramified" and the transition crosses over
from first-order with a nucleation-dominated mechanism to mixed-
order transition, exhibiting scaling exponents near the critical
threshold p, and fractal fluctuations phenomena.” In this limit of
long-range dependencies, cascades are typically characterized by
a critical branching process with branching ratio n ~ 1, a micro-
scopic property of the kinetics which reflects itself in a long-
lived metastable plateau stage observed in the evolution of the
MGCC.*

IV. LOCALIZED ATTACK

Figure 2(a) exhibits three types of phase transitions that appear
in interdependent networks under random failures. The second-
order transition occurs when both interactions (connectivity and
dependency couplings) are short range; mixed-order transition
occurs when one or both are long range of the order of the system
size.*'*" The first-order transition occurs due to random nucleation
when one coupling is short range and the other is of length larger
than r, but shorter than the system linear size.”>’>* The theory of
interdependent networks also predicts a novel fourth macroscopic
phase transition, which is triggered via a microscopic intervention.
This fourth type of structural transition also depends on the range
of the interdependent interactions. This transition can be regarded
as a nucleation-induced transition since it results from the spon-
taneous propagation of a microscopic droplet of removed modes
whose size [Fig. 2(c)], remarkably, encompasses only a vanishing
fraction of the system size.” This form of percolation process was
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presented in the literature under the term of “localized attack” since
it is typically initiated by removing nodes within a circle of radius
r, anywhere in the system. In simulations, for simplicity and with-
out loss of generality, localized attacks are performed in the center
of one of the coupled networks. At a given value of p above the
spontaneous nucleation critical line, when the network is connected,
a critical radius size rj exists where for a localized attack of r, >
r; the damaged hole will propagate and destroy the system while
for r, < r; it will remain local [Fig. 2(c)]. It is important to note
that 7 does not depend on the system size and, therefore, can be
regarded as a microscopic intervention that yields a macroscopic
phase transition.”® This analysis unveils three phases in the system.
A stable phase [green phase in Fig. 2(c)] where microscopic inter-
vention cannot induce a phase transition and 7' ~ L. An unstable
regime [red phase in Fig. 2(c)] where the system spontaneously
breaks without intervention and * = 0. Finally, the regime in which
a microscopic intervention yields a macroscopic phase transition
[yellow phase in Fig. 2(c)] is called the metastable regime. This is
because the system is not really fully stable since a microscopic inter-
vention, anywhere in the system, yields the collapse of the system.
This process enables to probe the stability of the MGCC of inter-
dependent lattices, unveiling an upper bound in the phase diagram
of the model [see the yellow area, Fig. 2(c)] where the coupled are
structurally metastable. However, in the long-range limit, r — oo,
failures randomly spread so that even the removal of single nodes
can trigger cascades that lead to a catastrophic collapse. Hence, in
this long-range regime, the metastable phase where cascading fail-
ures are dominated by the nucleation of a critical droplet, will even-
tually disappear, intersecting the curve separating the stable from
the unstable phase. Notice that a critical exponent describing the
scaling of the critical radius of the droplet with the average degree
of the underlying networks has been reported in the metastable
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V. CASCADE KINETICS IN INTERDEPENDENT
SUPERCONDUCTING NETWORKS

On the one hand, interdependent percolation on coupled net-
works has helped to understand some of the key mechanisms under-
lying cascading failures in real-world systems; however, the ability
to test and further develop its predictions in laboratory-controlled
experiments has been missing. To fill this fundamental gap, we
have recently conducted an experiment performed on thermally
coupled disordered superconductors,® where heat dissipation phys-
ically realizes the dependency coupling. In this experiment, two
superconducting networks [illustrated in Fig. 3(a)] are placed on
top of each other with an electrically isolated material in between
which has good thermal conductivity. When the networks are mea-
sured separately, each layer experiences a continuous supercon-
ductor-normal (SN) transition, as shown in Fig. 3(b). However,
once the layers are coupled, thermal interactions set in between
the layers via dissipating hotspots which trigger electro-thermal
runaway effects that cause the layers to lock-in their critical tempera-
ture, eventually leading to mutually abrupt superconducting-normal
phase transitions.

In order to characterize this phenomenon and its connec-
tion with interdependent percolation, we have developed a model
of thermally coupled 2D resistively shunted Josephson junctions
(RS]Js), where local dissipation is modeled via a local, Joule heating
effect [see illustration in Fig. 3(a)]. In particular, we have mod-
eled the state of a given lattice bond, (i, /), via a Josephson I-V
characteristics featuring one of three possible states: superconduc-
tor (SC), intermediate (I), and normal (N). These states are defined
by the junction’s critical current Ij; and its normal-state resistance
Ry, whose values depend on the local temperature, T;;. We describe
the latter via a local de Gennes relation,*
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FIG. 3. Phase transitions observed in interdependent superconducting networks. (a) Model representation of the experimental setup®® via a network of two thermally coupled
resistively shunted Josephson junctions (RSJJs) organized in a lattice geometry. Notice that the lattices are disordered since each junction is endowed by its own critical
current, I, and critical temperature, T.—both, randomly distributed—at which a superconducting-normal phase transition occurs. (b) Phase transitions in isolated and coupled
superconducting networks. In isolation, each network experiences a second-order (continuous) transition at a distinct critical point. Once the networks are thermally coupled,
the transition becomes abrupt with a joint critical point for both networks, and hysteresis is observed. The results are shown for the numerical solution of the Kirchhoff
equations for each network while accounting for the overheating effect in Eq. (2) described in detail in Ref. 38.
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where I};(0) is the zero-temperature critical current of the junction
and T} is its activation temperature, whose values are extrapolated
from the experimental data. To measure the global resistances of
the networks as a function of temperature and of the bias current,
we solved numerically the Kirchhoff equations G - W = I,, for each
layer, where G is the conductance matrix, W is the potential vector,
and I, is the current vector. To model the thermal coupling between
the two superconducting networks, we have calculated at each itera-
tion in the numerical solution of the Kirchhoff equations, the power
dissipated by Joule heating of single junctions, ie., Pj; = R,.Zjlij,t,
where I, is the current passing through the junction (i,j) at the
tth numerical iteration. An effective local temperature can then be
obtained by thermal circuit arguments so to take into account the
mutual overheating effect between the networks. In particular, given
the much larger thermal conductance between the layers than within
layers, one can write the local expression™

T

ijit

T
=T+ *PVAI iji—1> (2)
Te

where y (WK™') is the thermal conductance of the coupling
medium and p’ # u, with u, ' = A, B. In Eq. (2), the ratio 7,/ Te
between the two relevant time scales (7, for phonons and z, for elec-
trons) characterizes the heat rate transferred through the coupling
medium and the one emitted by Joule dissipation have values that
generally depend on the geometry of the sample as well as on the
physical properties of the superconducting materials.

Given the local overheating effect induced by Eq. (2), we solved
iteratively the coupled Kirchhoff equations characterizing the ther-
mally coupled RSJJs. At zero temperature, all bonds are supercon-
ductors and no dissipation is present. As the temperature increases,
the critical current of bonds decreases according to Eq. (1) and some
of them switch their state from superconducting (SC) to dissipating
(IN or N). At sufficiently large currents, these bonds overheat the
other layer, increasing the “vulnerability” of the latter ones to switch
as well to the normal state. At sufficiently large currents, a criti-
cal temperature T, of the heat bath is eventually reached, at which
the local overheating effect between the networks couples with the
electrical runaway within layers, causing local perturbations to be
propagated at large scales. When this electrothermal feedback pro-
cess is ignited, more and more bonds switch to the normal state and
a mutually abrupt resistive transition is observed in both layers [see
Fig. 3(b)].

Interestingly, the critical kinetics underlying the two abrupt
(i.e., mutual SC-to-N and N-to-SC phase) transitions are accom-
panied by different relaxation processes. At the mutual SC-to-N
transition, the overheating cascade process physically realizes the
kinetics of cascading failures of interdependent percolation,” fur-
ther manifested by the classical long-lived plateau stage whose life-
time T o¢ (T — T,.) "¢ with ¢ ~ 0.65 diverges at T,... In the cooling
direction, on the other hand, while the evolution from the mutual
N-phase to the mutual SC-phase exhibits an analogous plateau
regime [Fig. 4(a)], its characteristic lifetime diverges at the N-to-SC
threshold, T, ., as T o (T, — T)~* now with exponent ¢ = 0.5 (for
details, see Ref. 38. For percolation of interdependent networks ¢
= 0.5, see Ref. 49). Microscopically, the different critical exponents
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FIG. 4. Plateau lifetime of cascades at the critical point of the abrupt jump in
interdependent superconductors. (a) Evolution of the size of N-state cascades
(red symbols), intermediate (IN)-state (green symbols), and SC-state (blue sym-
bols) at the N-to-SC transition threshold in network A. The sign of S, depends
on whether junctions are changing from a given state (SC-state) fo a given state
(IN/N-states). (b)—(d) Evolution of the branching factor, n(t) = S(t + 1)/S(t) for
(b) SC-avalanches, (c) N-avalanches, and (d) IN-avalanches. While S(t) is stable
during the transition, n () fluctuates due to its sensitivity to small changes in S(f).
Note that while the N/SC-avalanches appear to be critical during their evolution,
the IN-branching factor is here clearly neutral (v =~ 0). The results are obtained
in the same way as Fig. 3(b), see Ref. 38 for details.

of the plateau lifetimes can be adopted as proxies for the underly-
ing cascading kinetics,” indicating that the SC-nuclei grow faster
than N-nuclei. During the heating plateau, this can be explained
in terms of the pinning of the interfaces between SC-clusters and
N-nuclei which halts the branching of the latter, while the smaller
exponent of the cooling plateau hints at the sudden merging of ther-
mally suppressed SC-clusters. The critical nature of these dynamics
is reflected in the evolution of the cascading trees generated by state-
switching junctions (Fig. 4). At the transition temperatures, in fact,
the avalanche size S, (f) and Sg(#), i.e., the number of junctions cas-
cading to the SC/N-state at time ¢ in networks A and B, respectively,
develops a long-lived plateau [Fig. 4(a)] during which its relative
growth is a zero fraction of the system’s size and a critical branching
factor n, ~ 1is typically observed [Figs. 4(b) and 4(c)].

VI. FUTURE PERSPECTIVES

Interdependent networks® feature rich and unique dynamics of
cascades that governs their macroscopic phase transition, resulting
in dramatic changes in the type of transitions from mixed-order to
nucleation-dominated or continuous. The spatial range of depen-
dency/connectivity couplings, in particular, plays a key role in this
respect, as vividly embodied by the so-called interdependent r-
model*~*° and the so-called multiplex ¢ -model*"” discussed above.
The recent realization of PINs as interdependent superconducting
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FIG. 5. Our perspective for the expected phase diagram of PINs to appear in
future studies. We expect localized microscopic heating and cooling of PINs
to realize and further extend interdependent percolation with richer phase dia-
grams and cascading kinetics, whose perspective we briefly sketched. The mutual
normal and superconductor phases have been observed theoretically and exper-
imentally only in the limits of single networks (r — 0) and long-ranged coupled
networks (r — oo). However, the intermediate dependence range is yet to be
explored and a mutual metastable phase is expected to appear therein, together
with novel intertwined kinetics. This perspective is based on the results obtained
for percolation of abstract interdependent networks shown in Fig. 2(c).

networks™ offers the opportunity of controlling and validating in
experiments a large body of theoretical and numerical results gath-
ered in the context of interdependent spatial networks.”**=*%*»>! Fur-
thermore, the appearance of four different types of phase transitions
in a single model improves our understanding of the mechanisms of
phase transitions in general. Nonetheless, the expected fourth type
of induced nucleation transition is novel and has yet to be observed
in PINs. In our vision, a phase diagram of localized heating (Fig. 5)
should be studied both theoretically and experimentally, completing
the picture of phase transitions in PINs.
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