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In interdependent networks, it is usually assumed, based on per-
colation theory, that nodes become nonfunctional if they lose
connection to the network giant component. However, in reality,
some nodes, equipped with alternative resources, together with
their connected neighbors can still be functioning after discon-
nected from the giant component. Here, we propose and study
a generalized percolation model that introduces a fraction of
reinforced nodes in the interdependent networks that can func-
tion and support their neighborhood. We analyze, both analyt-
ically and via simulations, the order parameter—the functioning
component—comprising both the giant component and smaller
components that include at least one reinforced node. Remark-
ably, it is found that, for interdependent networks, we need to
reinforce only a small fraction of nodes to prevent abrupt catas-
trophic collapses. Moreover, we find that the universal upper
bound of this fraction is 0.1756 for two interdependent Erdds-
Rényi (ER) networks: regular random (RR) networks and scale-free
(SF) networks with large average degrees. We also generalize our
theory to interdependent networks of networks (NONs). These
findings might yield insight for designing resilient interdependent
infrastructure networks.
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Complex networks often interact and depend on each other
to function properly (1-8). Because of interdependencies,
these interacting networks may easily suffer abrupt failures and
face catastrophic consequences, such as the blackouts of Italy in
2003 and North America in 2008 (3, 4, 6). Thus, a major open
challenge arises as how to tackle the vulnerability of interdepen-
dent networks. Virtually, many existing theories on the resilience
of interacting networks have centered on the formation of the
largest cluster (called the giant component) (4, 6, 9-15) and
consider only the nodes in the giant component as functional,
because all of the small clusters do not have a connection to the
majority of nodes, which are in the giant component.

However, in many realistic networks, in case of network com-
ponent failures, some nodes (which we call here reinforced
nodes) and even clusters containing reinforced nodes outside of
the giant component can resort to contingency mechanisms or
backup facilities to keep themselves functioning normally (16—
18). For example, small neighborhoods in a city, when facing a
sudden power outage, could use alternative facilities to sustain
themselves. Consider also the case where some important inter-
net ports, after their fiber links are cutoff from the giant compo-
nent, could use satellites (19) or high-altitude platforms (20) to
exchange vital information. These possibilities strongly motivate
us to generalize the percolation theory (9, 21) to include a frac-
tion of reinforced nodes that are capable of securing the func-
tioning of the finite clusters in which they are located. We apply
this framework to study a system of interdependent networks and
find that a small fraction of reinforced nodes can avoid the catas-
trophic abrupt collapse.

In this paper, we develop a mathematical framework based
on percolation (4, 6, 12, 13, 22) for studying interdependent
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networks with reinforced nodes and find exact solutions to
the minimal fraction of reinforced nodes needed to eradi-
cate catastrophic collapses. In particular, we apply our frame-
work to study and compare three types of random networks:
(/) Erdés—Rényi (ER) networks with a Poisson degree distri-
bution [P (k)= e~ * (k)* /k!] (23), (ii) scale-free (SF) networks
with a power law degree distribution [P(k)~k~*] (24), and
(iii) regular random (RR) networks with a Kronecker delta
degree distribution [P (k) = 8k i, |- Here, & stands for the num-
ber of connections of a single node. We find the universal upper
bound for this minimal fraction to be 0.1756 for two interdepen-
dent ER networks with any average degree and SF and RR net-
works with a large average degree.

Model

Formally, for simplicity and without loss of generality, our model
consists of two networks, A and B, with N nodes in each net-
work (Fig. 1). Within network A, the nodes are randomly con-
nected by A links with degree distribution P,(k), whereas in
network B, the nodes are randomly connected by B links with
degree distribution Pg (k). In addition, a fraction g4 of nodes in
A is randomly dependent (through dependency links) on nodes
in network B, and a fraction ¢ of nodes in network B is ran-
domly dependent on nodes in network A (25). We also assume
that a node from one network depends on no more than one
node from the other network, and if a node 7 in network A is
dependent on a node j in network B and j depends on a node [
in network A, then [ =1 [a no-feedback condition (4, 6, 26, 27)].
We denote p4 and pp as the fractions of nodes that are randomly
chosen as reinforced nodes in network A and network B, respec-
tively. In each network, together with the giant component,

Significance

Percolation theory assumes that only the largest connected
component is functional. However, in reality, some compo-
nents that are not connected to the largest component can
also function. Here, we generalize the percolation theory by
assuming a fraction of reinforced nodes that can function and
support their components, although they are disconnected
from the largest connected component. We find that the rein-
forced nodes reduce significantly the cascading failures in
interdependent networks system. Moreover, including a small
critical fraction of reinforced nodes can avoid abrupt catas-
trophic failures in such systems.

Author contributions: X.Y., Y.H., and S.H. designed research; X.Y. and Y.H. performed
research; S.H. contributed new reagents/analytic tools; X.Y., H.E.S., and S.H. analyzed
data; and X.Y., Y.H., H.E.S., and S.H. wrote the paper.

Reviewers: A.C., University of Naples; and M.ES., Office of Naval Research.
The authors declare no conflict of interest.

"To whom correspondence may be addressed. Email: hes@bu.edu or yanging.hu.sc@
gmail.com.

This article contains supporting information online at www.pnas.org/lookup/suppl/doi:10.
1073/pnas.1621369114/-/DCSupplemental.

PNAS | March 28,2017 | vol. 114 | no. 13 | 3311-3315

-
<
=
@
>
X
o
[=]
=
=
o
o
<

SCIENCES



mailto:hes@bu.edu
mailto:yanqing.hu.sc@gmail.com
mailto:yanqing.hu.sc@gmail.com
http://www.pnas.org/lookup/suppl/doi:10.1073/pnas.1621369114/-/DCSupplemental
http://www.pnas.org/lookup/suppl/doi:10.1073/pnas.1621369114/-/DCSupplemental
http://www.pnas.org/cgi/doi/10.1073/pnas.1621369114
http://crossmark.crossref.org/dialog/?doi=10.1073/pnas.1621369114&domain=pdf

A o H\‘\/‘“ /H

N, T 7

r»la “\‘,f‘ e/ﬁ
B / H\‘/ \/M sﬁ q, 9,

Fig. 1. Demonstration of the model studied here, where two interdepen-
dent networks A and B have gone through cascading failures and reached
a steady state. The yellow arrows represent a fraction g of nodes from
network A(B) depending on nodes from network B(A) for critical support.
Reinforced nodes o and 3 (purple circles) are nodes that survive and also
support their clusters, even if the clusters are not connected to the largest
component. Some regular nodes (green circles) survive the cascading fail-
ures, whereas some other regular nodes (red circles) fail. Note that the clus-
ters of circles in the shaded purple areas constitute the functioning compo-
nent studied in our model.

those smaller clusters containing at least one reinforced node
make up the functioning component, as shown in Fig. 1. The fail-
ure process is initiated by removing randomly a fraction 1 — p of
nodes from each network. Therefore, when nodes from one net-
work fail, their dependent counterparts from the other network
must also fail. In this case, an autonomous node (a node that does
not need support from the other network) (25) survives if it is con-
nected to a functioning component of its own network; a depen-
dent node ng survives if both ng and the node that it depends on
are connected to their own networks’ functioning components.
We introduce the generating function of the degree dis-
tribution Gao(z)= 3", Pa(k)z" and the associated branching
processes Gai(z)= G’ a0(z)/ G a0(1) (14), where G'ao(z)=
>, kPa(k)z"~'; similar equations exist to describe network B.
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Fig. 2.
works with ps =0.05, pg =0.03, g4 =0.65, gg =0.95, (k) , =4, and (k) =
5. The simulation results (symbols) are obtained from two networks of 10°
nodes and in good agreement with the theoretical results (solid lines) (Eqgs. 3
and 4). Note that, for pa # 0 and pg # 0, network A(B) always has at least a
fraction p?papsqa (p?papsqs) of nodes functioning after fractions 1 — p of
nodes are removed from both networks.

The sizes of functioning components as a function of p for ER net-
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At the steady state, using the probabilistic framework (28-34),
we denote z (y) as the probability that a randomly chosen link
in network A (B) reaches the functioning component of network
A (B) at one of its nodes. Thus, z and y satisty the following
self-consistent equations (SI Text, section 2):
z=p[l—(1-pa)Gar(l—z)] x

{1—aa+paall = (1 —pp)Gro(l—y)]} [

and

y=p[1—(1-pp)Gpi(l —y)] x
{1—gp+pgs[l—(1—pa)Gao(l—2)]}.  [2]

These two equations can be transformed into z = Fi(p, y) and
y = Fa(p, z), respectively, which can be solved numerically by
iteration with the proper initial values of z and y.

Accordingly, the sizes of the functioning components are
determined by (SI Text, section 2)

P =pll — (1= pa)Gao(l — )] x
{1—ga+pgall = (1 —p5)Gro(l —y)]}  [3]
and
P =p[l — (1 - pp)Gpo(1 —y)] x
{1 =g +pgs[l — (1 —pa)Gao(l — )]}  [4]
If the system has an abrupt phase transition at p = p/, the func-
tions z = F1(p, y) and y = F>(p, z) satisfy the condition
OF\(pl,y') OFs(pl,a’)
oy’ ozt
namely the curves z = Fi(p!,y) and y = F»(p!, z) touch each
other tangentially at (=7, y*) (32, 35).

=1 [5]

Results
For a general system of interdependent networks A and B, P2,
PZ, and the existence of p! can be easily determined numeri-
cally using Egs. 1-5. As an example, Fig. 2 shows the excellent
agreement between simulation and theory.

However, it is important to find analytic expressions for P2,
PZ, and p!, at least for simpler cases, that can serve as a
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Fig. 3. Percolation properties of symmetric interdependent ER and SF net-

works. (A and B) Demonstration of the behavior of P, around p* for (A)
ER networks with (k) =4 and g =1 and (B) SF networks with P(k) ~k?,
A=2.7, kmin =2, kmax =2048, and g =1. (C and D) The abrupt collapse
point p’c (thick black line) and the jump of the functioning component AP,
(thin black lines) at p’c as a function of p for (C) ER and (D) SF networks. We
find p* for both cases as highlighted in the graphs.
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Fig. 4. (A) p* As a function of q for symmetric ER networks with different

values of (k). The results are obtained using Eq. 7, and these curves con-
verge at the point (1, 0.1756). (B) p* As a function of q for symmetric SF
networks with ki, =2 and different values of \. The results are obtained
from numerical calculations (Eq. S30 in S/ Text, section 3). We always have
Pmax @t @ =1 corresponding to the fully interdependent scenario.

benchmark to better understand simulated solutions of more real-
istic cases. Thus, here, for simplicity, we consider the symmetric
case, where Pa(k) = Pp(k), pa=pB =p, and qa = g = q. This
symmetry readily implies that z =y = F(p, z), reducing Egs. 1
and 2 to a single equation. Similarly, it renders PZ = PZ = P,
and transforms Eq. 5 to OF (pl,z")/0z" - da'/dz' =1 [ie.,
OF (pl,z!)/8z" =1]. Using Eqs. 1-5, we derive p! and P rig-
orously (SI Text, section 3).

Surprisingly, we find that, even for a system built with a rela-
tively high dependency coupling, there exists a specific value p*
that divides the phase diagram into two regimes. Specifically, if
p < p”*, the system is subject to abrupt transitions; however, if
p> p”, the abrupt percolation transition is absent in the system,
because the giant component changes from a first-order phase
transition behavior to a second-order phase transition behavior
(SI Text, section 3). Therefore, p* is the minimum fraction of
nodes in each network that needs to be reinforced to make the
interdependent system less risky and free from abrupt transitions.
Moreover, p* satisfies the condition (S7 Text, section 3)

dp:

dz!
Fig. 3 shows the existence of p* for systems of fully interdepen-
dent ER networks (p* ~ 0.1756) and SF networks (p* ~ 0.0863).
Fig. 3 A and B depicts the dramatic behavior change of the
functioning components as p increases slightly from under p* to
above p*. Fig. 3C shows that p! slowly decreases as p approaches
p* and ceases to exist for p > p*. We can also see in Fig. 3D that

|p=p* =0. [61
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Fig. 5. (A) prax As a function of X for two fully interdependent SF net-

works with the same number of nodes and degree exponent and ki, =2
(circles), 5 (diamonds), and 20 (triangles); p.., has upper limits of 0.282 (cir-
cles), 0.201 (diamonds), and 0.181 (triangles) as A — oco. (B) py.x As a func-
tion of ko for two fully interdependent RR networks with the same number
of nodes and ko; p;,,c @approaches 0.1756 as ko — oo.
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Fig. 6. Percolation transition in real world systems with the introduction of
reinforced nodes. (A) The circles, squares, and triangles represent simulation
results of a system composed of the US PG (N =4941 and (k) =2.699) and
an ER network (N =4941 and (k) =2.699) with interdependence strength
g =0.65 and p =0, 0.02, 0.05, respectively. (B) The circles, squares, and tri-
angles represent simulation results of a system composed of the same PG
and an SF network (N =4941, A = 2.7, and ki, = 2) with interdependence
g=0.65and p =0, 0.01, 0.02, respectively. The symbols are results obtained
from a single realization.

the jump of the functioning component A Py, at p! decreases to
zero as p increases from zero to p*.

We next solve this critical value p* as a function of ¢ and (k)
for two interdependent ER networks as (SI Text, section 3)

B £ YR LT S
2— (k) (1 - 9)*/2q

where ¢o < ¢ <1, and ¢o is the minimum strength of interdepen-
dence required to abruptly collapse the system (36). If we set
p*=0in Eq. 7, go can be obtained from (k) (1 — ¢0)°/2¢qo =1
as go = (1 + (k) — /2 (k) + 1) / (k), as found in refs. 35 and
37. Applying Taylor expansion to Eq. 7 for ¢ — qo, we get the
critical exponent 31 defined via p* «~ (¢ — qo)ﬁl with 51 =3.
Hence, for any ¢ € [qo, 1], we first calculate p* using Eq. 7;

then, p! corresponding to this ¢ and p* can be computed as (ST
Text, section 3)

pl(ap") = 2= (1= V&) /24] /V/2(R) g, 181
and the size of the functioning component at this p! is

Poo(pe) = [1 = (k) (1 = 0)*/24] /2(k). (91
The behavior of the order parameter P..(p) near the crit-
ical point is defined by the critical exponent (2, where
Poo(p) = Poo(pl) =~ (p — p1)™ with =1/ if p=p* and
B2=1/2if p<p* (SI Text, section 3.1.1) (25). Similar scaling
behaviors have been reported in a bootstrap percolation prob-
lem (29) and a Fredrickson-Andersen model on Bethe lattice
with quenched impurities (38, 39).

In Fig. 44, we plot p* from Eq. 7 as a function ¢ for several
different values of (k). Interestingly, at ¢ =1, namely, for two
fully interdependent ER networks, we find, for all mean degrees,
the maximum of p* to be

P = 1 — €/%/2 = 0.1756, [10]

which is independent of (k). In Fig. 4B, we plot p* as a func-
tion of ¢ for several degree exponents A of SF networks. Here,
p* increases as \ increases and takes its maximum py,,, at ¢ =1,
corresponding to the fully interdependent case, which is the most
vulnerable. Thus, if the dependency strength g is unknown, ppax
is the minimal fraction of reinforced nodes that can prevent
catastrophic collapse.
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Similarly, we obtain py,, as a function of the degree exponent
A for two fully interdependent SF networks (Fig. 54) and ppax
as a function of ko for two fully interdependent RR networks
(Fig. 5B). Note that, as A increases, pp. initially increases but
later stabilizes at a value determined by kmin as the degree dis-
tribution becomes more homogeneous and its network structure
becomes the same as that in an RR network with ko = kmin (ST
Text, section 3.2). For RR networks, as ko increases, pn.x initially
decreases but later stabilizes at a value close to 0.1756, because
at very large ko, the structure of these RR networks resembles
that of ER networks with (k) = ko (SI Text, section 3.2).

Next, we solve pna. of two fully interdependent networks as
a function of o, where a= (k) ,/(k) 5 (Fig. S10 in SI Text, sec-
tion 4.1). We find that, in two ER networks, as « increases,
Pmax increases and has a maximum at o= 1, corresponding to
the symmetric case studied above. In the case of RR networks
with large ko, pnax behaves similarly to its counterpart in ER net-
works, peaking around a =1 at 0.1756 (Fig. 5B). Moreover, in
the case of SF networks when A € (2, 3], pnax <0.11; whereas
when A and ki, are relatively large, pn.x will also peak around
« = 1, with a value close to that obtained in RR networks. There-
fore, in the extreme case where A and kni, are large, SF net-
works converge to RR networks with ko = knin, which further
converge to ER networks with (k) = ko. Thus, in these extreme
cases, there exists a universal pp.c equal to 0.1756 (SI Text,
section 4.2).

Our approach can be generalized to solve the case of tree-like
networks of networks (NONs) (6, 34). For example, we study the
symmetric case of an ER NON with n fully interdependent mem-
ber networks and obtain

P =1 — €' 71"/, [11]

which is independent of the average degree (k) (SI Text, section
3.1.2). This relationship indicates that the bigger n is, the larger
Pmax Should be, which is consistent with the previous finding that
the more networks an NON has, the more vulnerable it will (6).

Test on Empirical Data

We next test our mathematical framework on an empirical net-
work, the US power grid (PG) (40), with the introduction of a
small fraction of reinforced nodes. It is difficult to establish the
exact structure of the network that the PG interacts with and
their interdependencies because of lack of data. However, to
get qualitative insight into the problem, we couple the PG with
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either ER or SF network, which can be regarded as approxima-
tions to many real world networks. Our motivation is to test how
our model performs in the interdependent networks system with
some real world network features. Note that, here, our results
present cascading failures caused by structural failures and do
not represent failures caused by real dynamics, such as cascading
failures caused by overloads, that appear in a PG network system.
Fig. 6 compares the mutual percolation of two systems of interde-
pendent networks with the same interdependence strength: PG
coupled to a same-sized ER network (Fig. 64) and PG coupled
to a same-sized SF network (Fig. 6B). As discussed above, for p
below a certain critical value p*, the systems will undergo abrupt
transitions, whereas for p above p*, the systems do not undergo
any transition at all. We also find that, for the interdependence
strength ¢ =0.65 shown here, the p* value of the latter case is
very small and close to 0.02 (Fig. 6B).

Summary

In summary, we have developed a general percolation framework
for studying interdependent networks by introducing a fraction
of reinforced nodes at random. We show that the introduction
of a relatively small fraction of reinforced nodes, p*, can avoid
abrupt collapse and thus, enhance its robustness. By comparing

*

p* in ER, SF, and RR networks, we reveal the close relation-
ship between these network structures in extreme cases and find
the universal upper bound for p* to be 0.1756. We also observe
improved robustness in systems with some real world network
structure features. The framework presented here might offer
some useful suggestions on how to design robust interdependent
networks.
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1. Probabilistic Framework for Single Networks with Reinforced Nodes. For a single random network A, we assume its degree distribution
Pa(k) fully captures its structural property, and a fraction p of nodes is randomly chosen as reinforced nodes. We start by defining a
key quantity z, which is the probability to reach the functioning component by following a randomly chosen link to one of its ends (an
illustration is in Fig. S1). It will be similarly defined throughout this work and plays a central role in the mathematical analysis.

Suppose we randomly choose a link in network A and find an arbitrary node r by following this link in an arbitrary direction. The
probability that node r has degree £ is

Pa(k)k  Pa(k)k

o Pa(k)k — (ka)
There is a probability p that r is reinforced and a probability 1 — p that it is not. For node r to be part of the functioning component,
at least it must be either a reinforced node, or one of its other £ — 1 outgoing links (other than the link first chosen) leads to the

functioning component if node r is not reinforced. By calculating this probability, we can write out the self-consistent Egs. S15, S29,
and S32-S35 for z:

[S1]

Pa(k)k
(ka)

where p is the probability that node r is reinforced, and 1 — (1 — z)* ™' is the probability that at least one of the other k — 1 links of
node r leads to the functioning component. Here, Pa(k)k/(ka) is the probability that node r has a degree of k.

Therefore, for a randomly chosen node r, the probability that it is in the functioning component is determined by one of the
following conditions: (i) it is a reinforced node, or (i) it is not a reinforced node, but at least one of its & links leads to the functioning
component. Thus, we define this probability as Ps. (14, 29-33) and obtain the expression of it as

Poo=p+(1-p) > Pa(k) [1 - x)k] =1—(1—p)Gaol(l —2), [S3]
k

r=p+(1-p)>. -2 =1-(-pGu( -a), [s21
k

where p is the probability that node r is a reinforced node, 1 — (1 — z)" is the probability that at least one of the k links of node r
leads to the functioning component, and P4 (k) is the probability that node r has a degree of k. It is worth noting that P is also the
normalized size of the functioning component.

Furthermore, in the network percolation problem, when a fraction 1 — p of nodes is removed at random initially from the network
(i.e., there is a fraction p nodes remaining), we could apply the above equations with slight modifications. Assuming that the links of
the removed nodes are still present on the network, the probability that a randomly selected link leads to the functioning component
is the same as before. However, because only a fraction p of the nodes remains in the network, by calculating the probability that the
randomly chosen link leads to the functioning component, the self-consistent Eqs. S33 and S35 of z in Eq. S2 become

x:pp+p(1—P)ZP?,§f>)k

where p is the probability that node r is a reinforced node, and 1 — (1 — )"~ " is the probability that at least one of the k£ — 1 outgoing
links of node r leads to the functioning component, same as before. Here, P4(k)k/(ka) is the probability that node r has a degree
of k. The additional multiplication of variable p is because of the fact that only a fraction p of nodes remains in the network after
removing a fraction 1 — p of nodes.

Similarly, the probability that a randomly chosen node is in the functioning component (14, 29-33) is

Poo = p[1 = (1= p)Gao(1 - 2)]. [s5]

Among the functioning component, the biggest contributor is the giant component, which depends on the network structure and
bears no influence from reinforced nodes. Thus, we denote by Z as the probability to reach the giant component by following a
randomly chosen link, and similar to the calculation of z, we can write out the self-consistent equation for z:

[1—(1—@«)’“*1] =p[l—-(1-p)Ga(l—2)], [S4]

k=1

~ Pa(k)k A ~
i=pY Z‘k(A; -5 =p01- Gua-2). [S6]
k
Using Z, the probability 1. that a randomly chosen node is in the giant component is computed as
foe =S Palk) [1—(1—5;)k] = p[l— Gao(l — 7). [S7]
k

We tested our theory on single random networks by simulations as shown in Fig. S2 with two types of networks: ER and SF. Simu-
lation results agree well with theoretical predictions as shown in Fig. S2. Note that, for ER network, the giant component undergoes
a second-order phase transition at p. = 1/(k). It is interesting to note that the threshold is invisible (hidden) when observing only the
functioning component. This kind of behavior can be traced to fact that, in the absence of the giant component (p < p.), the network is
composed of small clusters, of which those containing reinforced nodes make up a nonzero functioning component. As the occupation
probability p increases, more and more small clusters containing reinforced nodes add to the functioning component and enlarge its
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size continuously. The giant component appears continuously and linearly from zero as p — p., thus growing the functioning compo-
nent continuously from a nonzero size. As p increases further, the network is predominantly constituted by the giant component and
therefore, the functioning component. Similar arguments hold for SF networks (where p. =0 for 2 < X < 3).

2. Probabilistic Framework for Interdependent Networks with Reinforced Nodes. For a system of two interdependent networks A and B
with the setup described in the text, we denote z (y) as the probability that a randomly chosen link in network A (B) reaches the
functioning component of network A (B). Assume now in network A that a random link (solid red line in Fig. S3) is chosen and that
anode r (green in Fig. S3) is found following the link. Node r could be either autonomous (i.e., it does not depend on any node in
network B) (Fig. S34) or dependent on a single node 7’ (purple in Fig. S3) in network B (Fig. S3B). Thus, this random link leads to the
functioning component of network A if either one of the following conditions is met: (E1) node r is autonomous and connected to the
functioning component of network A, or (E2) node r depends on node r’, and they are connected to their own networks’ functioning
components. Thus, the probability corresponding to £; can be calculated as

P(m) = {pA TR DE L R w)k—l]} (1= a)
=1 (1= p)Gar(1 = )] (1 - aa), (58]

where 1 — g4 is the probability that node r is an autonomous node, and {pa + (1 — pa) 3, Pa(k)k/{ka)[1 — (1 — z)* ']} is the
probability that node r reached by following the randomly chosen link (solid red line in Fig. S34) belongs to the functioning component
of network A. Likewise, the probability corresponding to E» can be calculated as

P(E2) = qa - {pA F1-pn > Ak _x)k—l]}.

— (ka)
{pB (1= pp) > Polk) 1 - (1 - y)”}}
=01+ [1 = (1= pa)Gu (1= o)) [1 = (1= ps) Gro(1 — v)} (9]

where g4 is the probability that node 7 depends on a node 7' in network B, {pa + (1 — pa) 3, Pa(k)k/{ka)[1 — (1 —2)* "]} is
the probability that node r reached by following the randomly chosen link (solid red line in Fig. S34) belongs to the functioning
component of network A, and {p5 + (1 — pp) >, Pe(k")[1 — (1 — y)*¥']} is the probability that node 7’ belongs to the functioning
component of network B. Note that F; and E» are mutually exclusive events. Therefore, = can be derived in accordance with the
addition rule of probability:

z = P(E1 + E2) = P(Ey) + P(E»). [S10]
Plugging Eqgs. S8 and S9 into Eq. S10, we obtain z as
z=[1-(1-pa)Gar(l —2)[{l —qa+qa[l —(1—p5)Gpo(l -y} [S11]
Similarly, we would obtain the probability that a randomly chosen link in B leads to the functioning component of network B as
y=[1-01-ps)Gp1(1=y){l—as+as[l - (1—pa)Gao(l — )]} [S12]

Accordingly, a randomly chosen node r of network A resides in the functioning component of network A if either one of the
following conditions is satisfied: (E3) node r is autonomous and connected to the functioning component of network A4, or (E,) node
r depends on node 7', and they both are connected to their own networks’ functioning components.

Hence, the probability corresponding to E3 can be calculated as

P(Es) = {pA (1= pa) D Palk) 1= (1 - z)k]} (1= q4)
k

=1 =1 =pa)Gao(1 - 2)]- (1= qa), [S13]

where 1 — g4 is the probability that node  is an autonomous node, and {pa + (1 — pa) 3, Pa(k)[1 — (1 — z)*]} is the probability
that node r leads to the functioning component of network A. Likewise, the probability corresponding to E, can be calculated as

P(Es) = qa - {PA +(1- pA)ZPA(k) [1 —(1- x)k}}

{pB (1= pp) Y oK) [1- (1 - y)k’]}
z

=qa-[1—=(1=pa)Gao(1—2)]-[1 = (1—p5)Gpo(l—y)] [S14]
where g4 is the probability that node r depends on a node 7’ of network B, {pa + (1 —pa) >_, Pa(k)[1 — (1 — )"} is the probability

that node r belongs to the functioning component of network A, and {ps + (1 — p5) >, Pe(k")[1 — (1 — y)kl]} is the probability
that node r’ belongs to the functioning component of network B. Note that F3 and FE4 are mutually exclusive events. Therefore,
the probability P2 that node  is connected to the functioning component of network A can be derived using the addition rule of
probability:

P4 = P(Es + Ey) = P(Es) + P(Ey). [S15]
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Thus, plugging Eqgs. $13 and S14 into Eq. S15, we obtain PZ as
PL=[1— (1= pa)Gao(l = 2)] {1 = qa + ga [l = (1 = p5)Gpo(1 — y)]}, [S16]

which is also the normalized size of the functioning component of network A.
Analogously, for network B, we have

PE = [1— (1 - ps)Gro(l — 9] {1 — as + a5 [1 — (1 — pa) Gao(1 — 2)]}. [S17]
When we randomly remove a fraction 1 — p of nodes from networks A and B, there is only a fraction p of the nodes left in each

network. Hence, of the original probability z(y) that a randomly selected link leads to the functioning component in network A(B),
only a fraction p of nodes is actually remaining. It is, thus, easy to write down the new expressions for z and y as

{‘T =p [1 - (1 - pA)GAl(l - z)} {1 — qa+ pga [1 - (1 - pB)GBO(l - y)]}7 [S18]
y=p[1—(0-pp)G1(1 —y){l — g8+ pgs [1 — (1 — pa)Gao(1 — 2)]}.

These two equations can be transformed into z = F1(p, y) and y = Fa2(p, =), which can be solved numerically by iteration with proper
initial values of z and y.

Finally, we arrive at the equation for PZ (PZ), which is the probability that a randomly selected node in network A(B) is in the
functioning component of network A(B):

Pci =p [1 - (1 - pA)GAU(l - x)} {1 — qa + pga [1 -(1- pB)GBO(l - y)]}7 [S19]
Pl =p[l—(1~ps)Goo(l = y)]{l - g5+ pas [1 — (1 - pa) Gao(1 - 2)]}.
Like in a single network, here, we denote Z () as the probability to reach the giant component by following an arbitrarily chosen
link in network A (B), and with the values of z and y computed from Eq. S18, Z and § can be written out as

{i =p[l - Gar(1 —=2)]{1 —ga+pga[l — (1 — p5)Gro(l — )]}, [S20]
y=p[1 = Gp(1 = y{l - g5 +pgs [l — (1 - pa)Gao(l — 2)]}.

After we obtain the values of # and 7, the probability p2, (12) that a randomly chosen node in network A (B) belongs to the giant
component of its own network can be computed as

1 =p[l— Gpo(l — §)] {1 — g + pgs [1 — (1 — pa) Gao(1 — z)]}.

If the system has an abrupt phase transition at p = p/, Fi(p, y) and Fz(p, z) satisfy the condition

OFi(pl,y") OF:(pl z")
oy! oz!
namely the curves z = Fy (p!, y) and y = Fa(p!, ) touch each other tangentially at (z”, y7).

We test our theory with a system of interdependent ER and SF networks as shown in Fig. S4. Note that simulation results agree
well with theoretical predictions, and when the giant components undergo a first-order phase transition at p = p!, they will result in
a first-order phase transition for their corresponding functioning components at exactly the same value of pZ. This first-order phase
transition exists because when the giant component suddenly appears from zero to a certain value at p = p_, it will abruptly enlarge
the size of the functioning component at the same spot as well, which is manifested by a sudden jump of the functioning component.

Note also that, at the first-order phase transition point p!, we observe the tangent property of Fi(p, y) and Fa(p, z).
Hence, Eqs. S18-S22 serve as the general framework of the text.

_1, [S22]

3. Solving Interdependent Networks with Symmetry. In the symmetric case where pa = pp =p, ga =g = ¢, and (k) , = (k) 5 = (k), we
readily have z = y = F(p, ) and P2 = P2 = P, as

{w = g(2)p + h(z)p* = F(p,z); (23]
P =p[l=(1=p)Go(l—-2){l - g+ pgll = (1 —p)Go(l - 2)]} = Pu,
where g(z)=(1—¢)[1 — (1 — p)Gi(1 — z)] and h(z) =¢[1 — (1 — p)G1(1 — z)][1 — (1 — p) Go(1 — z)]. At the onset of first-order
transitions (i.e., p = p!), we have OF (p!, z") /02" =1, namely

(")) + ¢/ (=" )pl =1 =0, [S24]

with 1 (2) = q(1 = p){ Gy (1 —2")[1 = (1= p) G1 (1= &) + Gi (1 —2")[1 (1= p) Go(1—a")]} and ¢’ (a") = (1= q) (1 p) G} (1—a"),
where G§(1 —2”) and G{(1 — z”) are derivatives of Go(1 — z) and G1(1 — z) taken with respect to 1 — 2’ as a whole. Solving p from
Eq. S24, we have

—g'(a!) + /(g () + 4h' (o)

I I
= S25
Pe (‘27 ) 2h, (1'1) ’ [ ]
which is a function of z'. Therefore, z” must satisfy the equation obtained by substituting p! back into Eq. $23 as
2
z' = g(a")p! + h(z)(p))" [S26]

Therefore, we can combine Egs. 825 and S26 to solve for 2’ and p!. Note that, if there is more than one solution of z’, we select
the maximal z” value and the corresponding positive minimal p? value as the physical solution.
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As shown in Fig. S5, for p < p*, there exist two solutions of z!; however, when p > p*, there exists no solution of 2/, and when
p=p", there exists a unique solution of z'. This critical case takes place when the derivatives of both sides of Eq. 26 with respect to
I .
z' are equal, i.e.,

/ dp!
1= g/ pl +(@)pl) + [9(z") + 202 )] S [827]
From Eq. $24, we know that ¢’ (z")p! + 1’(z")(p!)” = 1, and therefore, Eq. $27 could be reduced to
0= [g(z") + 2h(a")p!] oz [S28]
1 dzt”

For any p > 0, our definitions of g(z) and h(z) dictate that they are positive for any = € [0, 1], and therefore, g(z') + 2h(z”)pl is also
positive. Therefore, the determinant that p reaches p* turns out to be

dp; _
gl =0 [S29]
Using p! obtained from Eq. $25, we can further transform the determinant into the following form:
g" (W (") [¢(e") = VB + [¢ (e )VA + 20 (a') - A] W' (2") = 0, [S30]

where A = (¢’ (2’ ))2 +4h'(z7). Note that Eq. $30 will be extensively used to obtain p* for different degree distributions P(k) through
g(z) and h(z), which are constructed by using the generating functions associated with the degree distribution P (k).

3.1. ER networks. For ER networks, we have Go(z) = G1(z) = e ©~1 (15, 41), such that g(z) and h(z) can be written out as
g(0) = (1= ) [1= (1= ppe=®],
2
h(z) = q[l —(1- p)€*<k>z] .
Plugging g(z) and h(z) into Eq. $30, we can explicitly solve p* and the corresponding =’ as
B efvp{2 [1— (k) (1 - 9)*/24]}

pr=1 ) ;
\/( ) (1—q)*/2¢q [S32]

=[1— (k) (1 - q)%/2q) /2 (k),

[S31]

where g satisfies
(1+(k>— 2(k>+1)
(k)

Apart from the mathematical argument for the existence of the special value p*, we can also see its significance through the perco-
lation properties of the interdependent system. As illustrated in Fig. S6, the sizes of the functioning component (P.) and the giant
component (o) are plotted as a function of p for different values of p. Note that, if p < p*, Ps, and po undergo a first-order phase
transition at the same p!, then if p increases toward p*, it will reduce the jump size of the giant component jio (p?). Finally, when
p=p", too(pl) reduces completely to zero. Therefore, at this transition point, 1 collapses abruptly, occurring from a value very
close to zero, which exerts negligible effect on the functioning component. In other words, P is essentially transitioning continuously
at the first-order phase transition point of po given p = p*. Finally, if p > p*, poc undergoes a second-order phase transition, which
is hidden in the point of view of P, and thus, we call such behaviors of P transition-free. Thus, p = p* is the critical point where
the order parameter Po, changes from a first-order phase transition behavior to a transition-free behavior, which is also the minimum
fraction of reinforced nodes needed in each network to make the system free of catastrophic collapses.

Note that p=p* takes its maximum value at ¢ =1 with p},,, =1 — 1/2¢'/2, which is independent of the average degree (k).
Moreover, p* = p*(q, (k)) essentially defines the boundary between the first-order phase transition regime and the transition-free
regime. Accordingly, p! on this boundary is obtained as

[S33]

q=>q =

2-a-a0y/{]

I
Pe = . [S34]
2(k) q
Given z” and p!, we can get the size of the functioning components of the networks along this boundary line as
Peo = [1— (k) (1 — q)%/2q] /2(k). [S35]

3.1.1. Critical exponent near criticality. For a system of two interdependent ER networks with built-in symmetry, according to Eq.
S23, P (p) satisfies the following equation at any p:

P =p(1=q) [L= (1= p)e O] 4 p2[1 = (1= p)e= O], [S36]

where because Go(1 — z) = G1(1 — z), we have z = P, and (k) is the average degree of the two ER member networks. Solving p
from the equation above, we get

(@—1)+4/(¢—1)° +4¢Pws
2= (1= p)e 7]

p= [S37]
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Next, we want to calculate the scaling behavior close to (and above) the critical point
p=p.+e [S38]
P = P, +9, [S39]

when e, — 0 and Poo(p) = PS . For this reason, close to the critical point, we have

(¢ 1)+ /(g — 1) +4q(Ps, +0)
2¢ [1 -(1- p)e—<k>(Pgo+6)]

pg-l-s:

[S40]

= AL+ C16+ C26° + C38° + -], [S41]

where A= (g — 1)+ /(¢ —1)* +4¢P% /2¢q [1 —-(1- p)e‘<k>P;<>] = pl, and the linear coefficient is given by

o = (1—q)+1/(¢g—1)> +4¢Ps (R (1 —pe —(k)P, 3 (542)

_ —(k>Péo
2pe (g1 tagpe, 1 (-pe

Moreover, at the critical point, the derivatives of both sides of Eq. S36 with respect to P, are equal, i.e.,
— c 2 _ c
L= (k) (1= p)e” ™= L2(pl)*q [1 = (1= e @7 + pl1 - }. [$43]
Plugging p! into Eq. S43, after some simplification, we would obtain

B (1= ple~®Pe  2PL\/(1 - q)* +49P%
1—(1—p)e ®P&

. =1. [S44]
(1—q)+1/(g—1)* +4qP%

Combining Eqs. S42 and S44, we can conclude that C; = 0. From this fact that C; =0, we can further calculate the quadratic coefficient
C> as

[(g—1)* + 4¢P [(1 )+ (a—1)*+ 4ng0} +2q¢(1 - q)PS,

CZ = - 3
2P&*[(¢ — 1) + 4¢PS]

(k)* (L p)e” 7=
[1 - (@~ p)emhr=]”

which is nonzero unless p = p* as determined by Eq. S32. We further calculate the value of Cs, and it is always nonzero.

Therefore, if p < p*, we would have C1 =0 and C # 0, and therefore, near the critical point of p’, e ~ §2, namely § ~ /2. Thus,
as shown in Fig. S7A4, the scaling behavior of the functioning component near the first-order transition is characterized by the critical
exponent S =1/2. Moreover, if p=p*, we would have C; = C> =0 and C3 # 0, and therefore, near the critical point of pl, e~ 83,
namely § ~ ¢!/, As shown in Fig. S7B, the scaling behavior of the functioning component near the first-order transition is characterized
by the critical exponent 5=1/3.

3.1.2. NONs. Our approach can be generalized to solve the case of loopless NONs (6, 42) with the built-in symmetry, where every
member network has the same average degree (k). For simplicity, we only consider the fully interdependent case here (i.e., ¢ =1). For
such an NON formed of n networks, similar to Eq. S23, z and P, respectively, satisfy

z=p[l—(1-p)Gi(l—2)] x {p[1— (1= p)Go(1 - 2)]}" ", [S46]

[S45]

and
Poo = p[l = (1= p)Go(1 = 2){p[1 = (1 = p)Go(1 — x)]}" . [847]
We tested our theory on a tree-like fully interdependent ER NON system with several values of n. Note that the simulation results

agree well with results obtained from theory as shown in Fig. S84. For an ER NON, we can also get a boundary separating the first-
order transition regime and the no transition regime. Especially, here, for ¢ = 1, we obtain p,,, = 1 — e* ~*/" /n, which is independent
of the average degree (k) and shown in Fig. S8B. For any n > 2, NON becomes increasingly vulnerable to node failures, which is
corroborated here as the bigger n is, the larger p;,., will be; hence, more nodes are needed to be reinforced in each network to avoid
the risky abrupt transitions.

3.2. Fully interdependent RR and SF networks with symmetry. For 0 < ¢ <1 (i.e., the partial interdependent case), we can use Eq.
S30 to numerically solve p* as shown in Fig. 4B for SF networks. Here, we are mainly interested in p;,,,, corresponding to the fully
interdependent case (i.e., ¢ = 1). Thus, recalling the definitions of ¢g(z) and h(z) in Eq. S23, we readily find out that

g9(z) =0,
[S48]
hx) = [1— (1 - p)Go(1 — )] [1 - (1 — p) G1(1 — 2)].
Therefore, ¢’ (z') = ¢”(z") =0 and 4’ (z”) # 0, such that p! =1/,/h’(z1). Thus, when p = p*, Eq. $30 is reduced to

r'(z") =0, [S49]
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ie.,

Go(1—z")+ G, (1—12")

1- :naz = 77 7 . S50
r Gy (1—2z)Gi(1—z!)+2G(1—z)Gi(1 —2!) + Go(1 — 1) Gy (1 — zT) 5501
z! could be computed from Eq. $23:
2! = h(a')(p)’
_ ')
 W(al)
1- 1—2h)][1- 1—2f
_ [1—=mGi(1—2")] [1—mGo(1—z")] [S51]

mGH(1 —z')[1 = mG1(1 —z!)] + mG;(1 —z7) [1 — mGo(1 — z1)]’
where m=1— pya-
Thus, Eqgs. S50 and S51 jointly determine pj,,, as pree =1 — m
3.2.1. RR networks. For RR networks, we have P(k) =d(k — ko), such that Go(z) = 2" and Gi(z)==z" "', It is easy to see from
Egs. S50 and S51 that p’,,, depends on ko. We first solve the case ko =2 with Go(1 — z')=(1 — z")°, G4(1 — ') =2(1 — z7),
Gél(l -z =2,G(1-2")=1-2',G{(1 - z")=1,and G;l(l — z') = 0. Plugging these quantities into Eq. S51 first, we get m as
1

= . S52
T30 a0 [852]
Then, plugging m into Eq. S50, we obtain the equation of z” as
2(2 2!
z' = 7(3 ) [S53]

1+

111

namely (2! )2 — 8z’ + 4=0 with the physical solution of z’ as 2 =4 — 24/3. Thus, plugging this back into Eq. $52, we obtain
Phas =1 — m =6 — 2¢/3/920.282 as shown in Fig. 5B.

For ko > 3, we have Go(1 — ') =(1—2)", G4(1 — 2')=k(1 —2")* ™", Gy (1 — 2")= ho(ko — 1)(1 272 61—
2)=1-2")"", 11— 2") = (ko — 1)(1 — )%, and G} (1 — 2") = (ko — 1)(ko — 2)(1 — 7)™ ~°, such that
. ko(ko — 1)(1 — 2')" 7% 4 (ko — 1) (ko — 2)(1 — 2')™° [S54]
2(2ko — 1) (ko — 1)(1 — z1)?k0—3 ’
and similarly, the equation of =’ satisfies
1—m(l-— 31:1)]%71 1—m(l-— xl)ko
o [ ] [ } ‘ [S55]

m(1— a2 k(1 — 1) + (ko — 1)] — m2(2ko — 1)(1 — 27)? 02

Therefore, for any regular ko, we can first plug m from Eq. S54 into Eq. S55 and get the value of z’; then, we can plug this ' value
back into Eq. S54 to get m (i.e., 1 — py...) as shown in Fig. 5B. However, we are also interested in getting the asymptotic form of m
when ko — oo to gain more perspective in this system. Here, in the limit of very large ko, we assume ko(ko — 1) ~ (ko — 1) (ko — 2) ~ kg
and (2ko — 1)(ko — 1) ~ 2k&, such that Eq. S54 reduces to

—k
U IR
"= %3 T [( —)
Likely assuming ko — 1 ~ ko and 2ko — 1 =~ 2ko and with the help of m expressed in Eq. S56, we can reduce Eq. S55 to

;o =3(1—a")’ +10(1 —2)® = 3(1 — &)
2k [Q—al) 21—z +1]

1—ko

+(1- z’)*kﬂ] . [S56]

[S57]

Recall that z’ is a probability in [0, 1], and according to Eq. S57, as ko — oo, ' — 0T. More specifically, using Eq. S57, we

would have
_ _IN\3 N2 I
bm 2! — lim 3(1—2z") +102(1 z') =3(1—12z") _ L, (58]
2ko [(1—27)* +2(1 — z7) + 1] 2ko

namely 27 — 1/2ko as ky — oo. Putting this back into Eq. $56, we would have

. 1 .. 1 1 1 1

lim m = 1 lim o + | = 562, [S59]

ko—+ 00 ko—oo | (1 — m) (1— %)

where we used limy, o0 (1 — 1/2k0)?* =1/e. Therefore, plyo, (ko — co)~ 1 — 1/2e!/2, which is equal to pf,., (o=1) of ER net-
works. This result indicates that, as ko increases, the network structure of RR resembles very much that of an ER network with

(k) = ko.
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3.2.2. SF networks. For SF network, the degree distribution is P(k) = ck~*, where ) is the degree exponent of the distribution, and
kmin < k < K. Here, the degree distribution can be well-approximated by

P(k) = (kmk"y 1— (lf’jr’"‘l)A 1, [S60]
because k — oo, P(k) ~ k™, and Zkam P(k)=1. Notice that the average degree (k) is
K /g N\
<k>=kmm+k§n(k+1) : [S61]

which is dependent on \. Thus, we can write out the generating function of the degree distribution P (k) as

- kmin At kmin At k
Go(z) = < ; ) —(k+1> z*. [S62]

kmin

Likely, the generating function for the associated branching processes is

K kmm A=l kmm At v
Dk ¥ [(T) - (m) } zt
Gi(z) = . [S63]
(k)
Using Go(z) and G1(z), we can further obtain G(z), Go (z), Gi(z), and Gy (z). Thus, plugging these into Eqs. S50 and S51, we can
get py.q. for any given A as shown in Fig. 54.

Moreover, when A — oo, we note that (k) = kmnin + Zkamm (kmin/k + 1)”1 & kmin and P(kmin) =1 — (kmin /kmin + 1)*‘1 ~1,
with P(k)~0 for k& > kpin + 1. This calculation means that, now, the SF network becomes extremely like an RR network with
ko = kmin. Hence, the special value of p;, ., can be calculated as very close to that obtained in an RR network, namely, pj,., (SF : A —
00) & Prmaz (RR : ko = kmin ). This result indicates that, as A increases, the degree distribution becomes more and more homogeneous,
and in the extreme case where A — oo, the network structure of an SF network is very close to that of an RR network with kg = krnin.

4. Solving Fully Interdependent Networks Without Symmetry.
4.1. ER networks. We start with ER networks, because the associated generating functions have the nice property of Go(z) = G1(z).
We denote ah and bh (h=1,2,3,...) as the average degrees of the fully interdependent (g4 = gz = 1) ER networks A and B and

readily obtain Gao(1 — )= Ga1(1 — ) =e~ " and Ggo(1 — y) = Gp1(1 — y) = e~ ™. Hence, using Eq. S18 with ga = ¢z =1, we
have z and y satisfy

z =y =p’uiup = F(p,x), [S64]
where ua =1 — (1 — pa)Gao(l — z) and up =1 — (1 — p) Gpo(1 — y). With the substitution of z and y, ua and up can be further
written as

ua=1—(1—pa)e ™ =1~ (1 —pa)e v’ vaus, [S65]
—bh —bhp2ugu
up=1—(1—pple "™ =1—(1—pp)e P uaus,
According to the condition of the onset of first-order phase transitions [i.e., 9F (p!, z')/8z" = 1], we get p! as
pe = L
© Vah(T = ul)ul + bh(1 — ub)ul’

where u} and u} are the specific values that u4 and up take at the abrupt transition point. We also denote the value of z at this
transition point as z’. Plugging p! from Eq. S66 into Eq. $65, we can get

[S66]

I
I aupup
qulf(lpr)exp{f }a
a(l—ul)ul +b(1 —ul)ul (S67]
up =1— (1 — pgexp{ — bujup
B pB)Eip a(l—ul)uh + (1 —ub)ul J

Eq. S67 indicates that, for the same set of p4 and pp, under any given average degrees ah and bh, u} and u} at the corresponding
transition point p! are two constant values that only depend on « and b but do not depend on h at all.

Next, we introduce a variable 7. as r. = (1 — u} /1 — pA)l/a =1 —uph/1— pB)l/b =exp {—uf;ué/a(l —ud)up +b(1 - ufg)u,{,}
to rewrite Eq. S67 as a single transcendental equation of r.:

1—(1- a1 —(1— b
e = exp { — [ ( pA)T’ ] [ ( pB)T ] 7 = g(Tu)- [868]
a(L— pa)re + b(1— pu)rt — (a+ b)(L— pa) (L — pi)re
Note here that r, is a variable that does not depend on 4 at all. Likewise, we have Eq. S66 recast as a function of r:
! ! =pl(h, 1), [S69]

Pe =
Vah(L = pa)re + Bh(1 = p)r = (a+ B)A(L = pa) (1 = pi)re**
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and because p! < 1, it thus puts a restriction on the parameters as
ah(1 = pa)re + bh(1 — pp)rl — (a + b)h(1 — pa)(1 — pp)rd™ > 1. [S70]
Hence, getting 7. from Eq. S68 and substituting it into Eq. $69, we obtain the value of p! for the general case of fully interdependent
networks.

Now, we want to derive p, ., of such a system with p4 = pp = p, which is a function of ah and bh (i.e., pias = Pimaz (ah, bh)). This
special p value corresponds to the case where the derivatives of both sides of Eq. S68 with respect to r. are equal, namely

m(a®re + b%rd) — 2m?(a® 4+ b2)ritt £ m3ra Tl (a1 + b2r2)
[m(arg 4+ brl) — m2(a + b)rc‘1+b]2
which can be recast into a cubic function of m with m =1 — p},...
(i) Note that, in our derivation of p}, ., we find that p}, ., does not depend on h, which indicates that
pjnaz(am bh) = p*maZ(av b) [S72]
for any integer h [i.e., piaz(a, b) only depends on the ratio of a and b]. Therefore, given the ratio = a/b, pj,., is a function of «
only. (if) Also note that, if we interchange a and b in Eq. S71, we get the expression exactly unchanged, which means that
p:’l(l@(a7 b) = p:ﬂ(l@(b’ a)' [S73]
Of course, this phenomenon results from a very obvious fact that exchanging the average degrees of the two member networks essen-
tially delivers us the same system. Combining these two properties of p;,,,,, shown above, we can conclude that
p:nuw(ah7 bh) = p:mw(”ﬂ b) = pTVLlLIL'(b7 a) = pTVLlL(L'(bk7 ak)7 [S74]
with k=1, 2,3, ...; thus, Eq. S74 essentially means pj, . (@) = piae (1/c).

Fig. S9 shows the existence of p}, ., corresponding to two mutually reciprocal values of « with p;,,., (0.4) = p}r,., (2.5) = 0.156.

We next solve the dependence of py},,,, on a, where ao= (k) , /(k) 5 for a system of fully interdependent ER networks. We find that,
as « increases, pr,., first increases accordingly and then, peaks at o = 1, corresponding to the symmetric case studied above, before
gradually decreasing as « increases further (Fig. S10B). Hence, for any system of interdependent ER networks, we can conclude that
Prmaz Will not exceed pj,q4 (1) = 0.1756.

4.2. RR and SF networks. Now we turn to RR and SF networks where their associated generating functions satisfy Go(z) # Gi1(z)
unless z =0 or 1. For g4 = ¢p =1 and pa # ps, we have the equation set of z and y as
t=7p*[1-maGa(1—)][1 — mpGpo(l — y)]
= p*Hi(z,y),
y=p"[1—mpGpi(l - y)][l —maGao(l ~ z)]
= p*Ha(z, y);
ma=1—pa and mp =1 — pp for the sake of simplicity. Transforming Eq. S75 into z = F1(p, y) and y = F2(p, ), at the critical point
p = p!, according to Eq. $22, we would have

1=

) [S71]

) [S75]

ApH + BN —1=0, [S76]

where A=090H, /0y’ -0Hs/0z" —0H, /0z" -0Ha/dy" = mamp{Gho(1—12")Gpo(1—y )1 —maGar(1—2)][1—mpGri(1—y’)]-,
Gh(1 — 2" Gp(1 — y")[1 = maGao(1 — 2))][1 — mpGpo(1 — y")]}, B=0H:/0z’ +0Ha/0y" =maGhi (1 —z')[1 — mpGpo(1 —
Yy +mpGh (1 —y")[1 — maGao(1—=')], and z*, y’ are the specific values corresponding to this transition point p = p.. Note that
A is nonzero, because here, Go(z) # G1(z) and likewise, G4 (z) # G1(x). Accordingly, p! can be obtained as

|-B+VBZf44
pe = — [S77]

which is a function of 2’ and y’. Thus, Eqs. $75 and S77 jointly determine the phase transition point for any fully interdependent
random networks.

In the case of ma = mp = 1—p, we want to find the special fraction of reinforced nodes p}, ., to save the system from the catastrophic
failures. To get this p,,,, we first put p. obtained from Eq. $77 into Eq. S75 to obtain an equation set for z’, y’, p! as

of = (p!) Hi(at,y")
‘ L S78
{yf — (5!l y). (5781

Notice that Eq. S78 is the self-consistent equation set for z and ' at the critical point p = p!. When p is small, there would be no
problem finding a solution to Eq. S78, because for example, two fully interdependent networks always suffer abrupt collapse under
random node removals. However, when p gradually increases to pj,.., we would reach a point where the solution to Eq. S78 will
suddenly disappear. This scenario corresponds to the case where

dzt  dy!
dyl el T (5791
with
dz?! ; dp! 2 dH
2 gl 2P [y2 401
dyj Pe dyj 1+ (pe) T
dy° 1 dp. 12 dH
dz? — 2pe dz! B2+ (pe) dz!”
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Thus, using Eqs. S76 and S79, we obtain the determinant that p reaches pj, ., as

I I I I I I
8pc + H2 apc _ Z‘I <apc 8H2 aHQ apc> + I (aHl apc 8pc 8H1>

ozt oyl ozl 9yl Bz’ Ayl dz! 9yl ozl Ayl

According to Eq. S80, p;... of two fully interdependent RR networks is shown as a function of « in Fig. S114, where ko of net-
work B is fixed at 5, 10, and 20. Note that p;,,,, increases as « increases, and when #ky is relatively large, it peaks around oo =1 with
Pmaz = 0.1756, the same as what we found in two fully interdependent networks in SI Text, Solving Interdependent Networks with Sym-
metry. Similarly, from Eq. S80, p;,... of two fully interdependent SF networks is shown as a function of « in Fig. S11B, where knin
of network B is fixed at k.;, =10 and A =2.5,3,6,9. Note that, as A increases, the interdependent SF networks become more and
more like RR networks, and consequently, p;,,, peaks around « = 1, with a value close to that obtained from two RR networks with
ko = kmin. Therefore, from our discussion above, as A — oo, we can conclude that two fully interdependent SF networks converge to
two fully interdependent RR networks, with ko taking the value of k., of the two SF networks; furthermore, as ko — oo, these two
RR networks converge to two ER networks with p;, ., peaking at o =1 with a value of 0.1756.

H,

[S80]

Fig. S1. Definition of x. A link (red) is chosen, and a node r (green) is found. This node could be a reinforced node with a probability of p that ensures
its inclusion into the functioning component, or from the three outgoing links (dashed lines) of node r, one of them leads to the functioning component
(represented by oo). Because at least one of three outgoing links of r leads to the functioning component, the red link leads to the functioning component.
Thus, we define the probability of finding such a red link as x.

0.4

0.2 0.2

(b)

|
0.25 0.5
p

Fig. S2. Size of functioning components and giant components as a function of p. (A) ER network: (k) =4, where the functioning component (solid red
line) is calculated from Eq. S5 with p = 0.05, the giant component (solid black line) is computed from Eq. S7, and symbols are simulation results obtained from
a network size of N = 10° nodes. (B) SF network: P(k) ~ k~*, A=2.7, and kpi» = 2, where the functioning component (solid red line) is calculated from Eq.
S5 with p = 0.05, the giant component (solid black line) is computed from Eq. S7 and symbols are simulation results obtained from a network size of N = 10°
nodes.

(@) A y X (b) A r Foo
T s
X~ X

B/~ 7V V- B Vi Voo
AN - \\/ =
y/::\y y//le:\y

Fig. $3. Definitions of x and y in interdependent networks. Two networks A and B both with N nodes are constructed in such a way that a fraction g4 of
nodes from network A depends on nodes in network B and a fraction gz of nodes from network B depends on nodes in network A. Every link in network
A(B) has the probability x(y) to lead to the functioning component of network A(B). A link (solid red line) in network A is chosen, and a node r (green) is
reached following the link. (A) Schematic demonstration of the scenario that node r is autonomous. (B) Schematic demonstration of the scenario that node r
depends on the node r’ in network B via the dependency link (solid pink arrow).
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0.6

0.4

02

0.4 , : :
i ER | SI |
021 |
~ [ x=F,(pl.y 1 =02 x=F,(p!,y) —
0.1 y=Fypl. %) — y=F,(pl.x)
i (O (d)
! | . | .
OO 0.2 0.4 00 0.2 0.4
X X

Fig. S4. Percolation transition of interdependent ER networks and interdependent SF networks. (A) The sizes of functioning components and the giant
components at steady state as a function of p in each network of a system of two interdependent ER networks and (B) the sizes of functioning components
at steady state as a function of p of the nodes in each network of two interdependent SF networks. All networks are of size 10° nodes, and in the ER
network scenario, we used ps =0.05, pg=0.03, ga =0.65, gg =0.95, (k), =4, and (k); =5; however, in the SF network scenario, we used pas =0.02,
pe=0.03, g4 = 1.0, gg = 0.95, and A\a = A\g = 2.7. The simulation results (symbols) are in good agreement with the theoretical results (solid lines) from Egs.
$19 and S21. (C and D) A characteristic behavior in a first-order percolation transition in coupled networks is that the curves representing F1(p, y) and Fx(p, x)
will tangentially touch each other when p approaches p’. (C) For ER networks illustrated in A with p. = 0.641, the curves of Fi(p, y) and F,(p, x) touch each
other tangentially at x' = 0.20, y' = 0.12, satisfying Eq. $22. (D) For SF networks illustrated in B with p! = 0.831, the curves of Fi(p, y) and F(p, x) touch each
other tangentially at x' = 0.25, y' = 0.23, satisfying Eq. $22.

— p:p: i
— p>p
0.8 —

+h()(p)’
=
|

_Q‘U I 1]
5 04 4]
DD - 14
0.2} 1

| [y L 1

0 | | Y| 02 03
0 0.2 0.4 0.6 0.8 1
x!

Fig. S5. The left- and right-hand sides of Eq. $26 are plotted as a straight line (black) and curves (red, green, and blue) for three p values, respectively. When
p < p*, there are always two intersections between the line (black) and the curve (red); however, when p = p*, the line (black) and curve (green) tangentially
touch each other at their single intersection; when p > p*, there is no intersection between the line (black) and the curve (blue) anymore. (Inset) A recap of
the interesting regime.

o P
[
p=0.15<p"
0.25
0 - (82285502 0
0.6 0.7 . . . . . 0.7 0.8
p p

Fig. S6. Percolation properties for symmetric fully interdependent ER networks with (A) (k) =4, g=1, and p=0.15< p*; (B) p=0.1756 = p*; or (C)
p=0.20> p*. Solid lines are from theory (Eqgs. $16 and $23), and symbols are simulation results from a network of size N = 10°. Note that, when p < p*,
both P, and po. undergo a first-order phase transition at the same p’c. However, when p > p*, poo undergoes a second-order transition, and because of the
inclusion of smaller clusters, except the giant component, P is continuous and free of phase transitions.
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Fig. S7. Scaling behavior near criticality. (A) P as a function of p with g =0.9, (k) =4, and p = 0.1, resulting in p. = 0.703113, where the solid line is the
result of theoretical calculations. (Inset) P (p) — Poo (p'c) [denoted as §(p)] as a function of p — p'c (denoted as ¢), yielding a straight line with a slope of
B =1/2in double logarithmic scale. (B) P as a function of p with g =0.9, (k) =4, and p = p* = 0.119089, resulting in a p. = 0.689800, where the solid line
is the result of theoretical calculations. (Inset) Po. (p) — Poo (p’c) [denoted as 6(p)] as a function of p — p’c (denoted as ¢€), yielding a straight line with a slope of
B=1/3in double logarithmic scale.

1 — Theory

Simulation /'

Fig. S8. (A) Percolation transition of a tree-like fully (g = 1) interdependent ER NON system; P, is shown as a function of p for p=0.2 and (k) =4 with
several different values of n. Here, solid lines are theoretical results obtained from Eq. S47, and symbols (O for n=2, O for n=3, & for n=4, and A for
n=5) are simulation results with member networks of 10° nodes. Note that, with the same reinforcement fraction p=0.2 in each member network, as n
increases, the NON system becomes more and more vulnerable. (B) p;,., Vs. n: the number of ER networks in the ER NON with symmetry where theoretical
results are obtained from pj,, =1 — e'~'/"/n and simulation results are obtained from the NON system with member networks of size 10°. Note that, as n
increases, p,... asymptotically reaches one.

— l'c:l'c — rC:rC
— ) i — ) i
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o | { 1 o | { 1
0 02 04 06 08 1 0 02 04 06 08 1
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Fig. S9. Schematic shows of the existence of p;;.. for a system of networks A and B with different average degrees, where the line r. =r. (black) and the
curve ro = g(rc) (red) tangentially touch each other, and the green curve shows the physically meaningful range of p’c: (A) a= 2, b= 5 (i.e., « =0.4 with
Pmax =0.156) and (B) a= 10, b= 4 (i.e., a = 2.5 with p;,_ = 0.156).
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Fig. $10. (A) Percolation transition of a fully (g = 1) interdependent ER system; P, is shown as function of p for p =0.156 with & = 0.4 (O) and « = 2.5 (O).
Here, solid lines are theoretical results obtained from Eq. $16 (with P‘; = Pﬁo = P.), and symbols are simulation results with member networks of 10° nodes.
(B) ppax Vs. o, the ratio of (k) , over (k) in a system of fully interdependent ER networks with p};. () = p;,.,(1/c). Here, theoretical values (solid blue line)
are obtained from Eq. $71, and symbols are two simulation results (O for « = 0.4 and (I for a = 2.5). Note that p;,,, () is symmetric against the line o= 1.0
in this semilogarithmic scale, and it peaks at o = 1 with the value of 0.1756.
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Fig. S11.  (A) pjax Vs. a: the ratio of ko, over kop of two fully interdependent RR networks with kop =5, 10, 20, respectively. (B) p,., Vs. a: the ratio of (k) ,
over (k) of two fully interdependent SF networks with the lower cutoff of network B as kpj, =10 and A =2.5, 3, 6, 9, respectively.
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